L’intelligence atrtificielle : potentiel et défis

Presenté par
Francois Laviolette

Journee de larecherche du FRONT
Québec, 16 mai 2018

77
9%
o 7 7

O

0
1
1
0

1
0

o
Q,\g
Q

OOOOO

20
¥
1

> Groupe de
>\—._O SN
O‘—O

crdm-ul

CENTRE DE RECHERCHE
EN DONNEES MASSIVES
DE L'UNIVERSITE LAVAL

F e IRecherche en

/ \,\5’__;-« | ADDrerlhssage

x , Au’rorna’rlque de
' /‘s: I_aval

Wdlsiil UNIVERSITE
S & &
am LAVAL



The
Economist

Topics v

Print edition Subscribe = Login orregister v Q Search
Manage subscription

Regulating the internet giants

The world’s most valuable resource is no

longer oil, but data

Not all intelligence
The data economy demands a new approach to antitrust rules iS arti ﬁcial I

Enjoy 12 weeks' access for just $12.

s, .

3 c _# Sl
D awd Parking

- DB
- s



Nous avons de plus en plus de fag:ons nouvelles d’aller chercher de plus

ITIS

o

donneesH!

Villes intelligentes,
villes durables

_ITI_I_]_H_I_I_ _|_4_|_|.,~
Bl B, A A

GHEEcEEETET T¥%
ESEESETARTET T

EEEETEETET TTCTTTATEE TTITTEEETTC ss

CACATAATAT TTGTTTATCC TTTCCTCTTG

2. O0no(a000 AAOAAONA00- O00aO6OR0
22. cACx+A=TAT TTGTTTATCC TTT&C+C+TG

1
ErrrETYccET cHEHITT -.G-G---- 9
TTTTETGTTT T

~axy JE708949 WEEEEFcEE®
Consensus T TTTCTGTTT
oo

EFEETEETET 113
ATNAGTCTCT

AT.A=<CTCT

ETYFccEE 123
II ErccEN -

- i G
ccHEcCETEEE N EEEENETcGET

TTCAGCTACA CCGGAGAGAG CACCATGGCA




Qu’est-ce que le « Big Data » ?

- D’abord, quel est le bon terme francais?

- Les Francais parlent de mégadonnéees

- Nous avons choisi 'expression données massives,

entre autre parce que nous pensons que le Big Data
n’est pas qu’un probléme de quantité.



Qu'est-ce que le “Big Data™ ... En 4V

- Volume
*Pouvons-nous nous figurer la taille de ces nombres ?
*Supposons qu’un octet (byte) est un grain of riz, alors:

® Brontobyte

This will be our digital

universe tomorrow. ..
facebook

damazon.com

@ Zettabyte

1.3 2B of network traff
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Comparison given by David Wellman 1 |]i
http:/fr.slideshare.net/dwellman/what-is-big-data-24401517/ http://saisa.eu/blogs/Guidance/wp-content/uploads/2013/08/big-data-infographic.png



What is “Big Data™? ...In4V

Volume
Vélocity
Variety

Veéracity

Data gathered from different sources
Images, texts, sensor data, mouse clics ...

Data that comes from different projects,
Based on different methodologies non necessarily compatible



Machine Learning
and
Big Data

Machine
Learning

Mathematics &
Statistics

Computation

Data
Science

conventiona
research

Domain Expertise

Machine learning:
understand the information

Le diagramme de Venn de Drew Conway sur le « Big Data »



L" apprentissage automatique

VS
la recherche operationnelle

Apprentissage automatique: Recherche opérationnelle:
Comprendre les informations

Optimise la prise de décision

—




Quelle est la Valeur qu’on peut tirer du “Big Data™?

How can we
make it happen?

Value

What will happen?

Why did it happen?

What happened?

L

Complexity

Big data is not about the size of the data, it's about the value within data

(https://fr.slideshare.net/dwellman/what-is-big-data-24401517)



Les defis du “Big Data”

- Les données massives forcent le développement
de nouvelles méthodes pour:

entreposer et retrouver la donnée

effectuer les analyses et autres calculs

visualiser I'information

réaliser les prises de décisions associees

Et pour toutes ces taches, l'apprentissage machine et la
recherche opérationnelle sont des outils de prédilection.

business intelligence’ . e ol
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Artificial intelligence and machine learning

Artificial
Intelligence

Machine
Learning

Deep Learning

Source: « Why Deep Learning Matters and what’s next for Artificial Intelligence »,
Algorithmia, Novembre 2016




L" apprentissage automatique
et
les données massives

Machine
Learning

Mathematics &
Statistics

Computation

Data
Science

conventiona
research

Domain Expertise

Le diagramme de Venn de Drew Conway sur le « Big Data »



Machine learning 101
Field of study that gives computers the abllity to learn without

being explicitly programmed.
-Arthur Samuel (1959)

Traditional Programming
The machine learns Data I
Output
Program
from examples or
from some interactions Machine Learning

with the environment Pt —
Output




L'apprentissage supervise

Training
Text,
Documents,
Images,
etc.
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La tache d’apprentissage en pratique

» Chercher un classificateur h qui fait peu d’erreurs sur 'ensemble
d’entrainement tout en évitant le
surapprentissage (overfitting) qui résulterait d’'une correspondance trop
parfaite des données d’apprentissage

 Le tout doit se calculer




Un exemple de la problématique du sur/sous apprentissage

Degree 1 Degree 4 Degree 15
MSE = 4.08e-01(+/- 4.25e-01) MSE = 4.32e-02(+/- 7.08e-02) MSE = 1.83e+08(+/- 5.48e+08)
—— Model —— Model —— Model
—— True function —— True function —— True function
® Samples ® Samples ® Samples




Scene labelling using deep learning

[Farabet®t%l.9CMLR012, PAMIR013]



Machine learning, a tool to « understand » les
information

1.12 woman
-0.28 in

1.23 white
1.45 dress
0.06 standing
-0.13 with
3.58 tennis
1.81 racket
0.06 two
0.05 people
-0.14 in
(.30 green
-0.09 behind
-0.14 her

http://cs.stanford.edu/people/karpathy/deepimagesent/
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Interpretation of « omics » data

Volume

_ Data gathered from different sources
- Velocity Images, texts, sensor data, mouse clics ...
- Variety
- Veracity Data that comes from different projects,

Based on different methodologies non necessarily compatible
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medlcal images

combined with clinical data
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2° example of a situation with heterogenous and unstrctured data
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En 2016, il y a eu un éevenement majeur en
I'intelligence artificielle



An example of a learning algorithm
The neural network

.

v o
35 o
UL

e
e

‘;:,,,
-

.

=
-
-
i
-

-
-
-
-
-
-
-
-

-

-
L
-
-
=

.

-

-
-
-

i

puegs

1
.

())

‘
i
&

,*
.
:
*z*

N

-

|

B
-
-
=

.
.
.

-
-
.
-
e
.

]

1) | |

-

. > -
~+ . e
i LAY | ] 1 ALIU Ul L -

f(h(x))

source loss

where f,(x) denotes the conditional probabilit
the neural network assigns x to class y.

Given a source sample S = {(x?,y?)}",
1. Pickax*eS

2. Update V towards f(h(x°)) = y°
3. Update W towards f(h(x®)) = y°

)

-

TN
=
-

P8 E SN OV OO
E i~ LT E: 2T
S dl Uil
e TR e

i .

*
- B
- -
-
Tho e

1

-

s = T

. S L i Sl
- = -
oy

-

.

A ll:
(1
(

-

5
.
=
L

%
-
-
-
.

-
.

ar‘ave
L L

&
L

<]
S i
-
L
e

o
&

-

B
1,

=

|
¢

-

4
&

e
.
A

~
=
-
.
St
-
o

¢
!
.

L L

-

» ! CULtUL
- e = et .
. .

.
.
&
_
.
|
]
-

|

-

-

e
it

S
.

-

2
-

-

o

.
e
e

-
.
.

- -
i

.

-

.
.
o
.
i
-

o

:

=
=
-
-
.

=
~
<

The hidden layer learns a representa o S —
hvoothesis f(-) can classifv source examples.

i
i



o
-~ BIgy §8a0
O Emte QOO
> Ertal

e QO
<~ Hmss 00000

3 lJﬁ.m OX( Q
-~ Nk fm@@jw

O E2mml N
.L r_.E : ) __: /\’J \.. /\\/
Ji_unu Q_w ,u,,__;\

- NN ,,x,, (.
L m)(},
v fu\ )
s B MY
AARAA
N\
U A d
f.\./ \.f.{..._.J/._\Jf\)
AVAAALA
L .T/ | I\ ._
4
b=
o
£

(dp)]
D
o
c @
O o
Z 8
(dp)]
o 3
N o
e
—
o
L e
O
23
5 &
2
O o
m.h
= 0o
o ‘©
N ©
e
cC A
O -
=5 C
e
e«
O 'S
nUanuu
N
mbue
Iere
O <
- §
> O |




The danger zone of Al

Machine
Learning

Mathematics &
Statistics

Computation

Data
Science

conventiona
research

Domain Expertise

25

‘ WE FOUND THIS CORRELATION
SALES | N THE DATA. EVERYONE
TAKE A RAZOR.

@ marketoonist.com



En apprentissage machine,

les choses peuvent mal aller
Correlation n’est pas causalite

Comment les données ont-elle été collectées ?
Les données doivent étre obtenues de facon iid.

i.e., chaque exemple des données d’entrainement est supposé
avoir été obtenue par une pige d'une certaine distribution inconnue et
qui soit indépendante des autres données obtenues

ldem pour les exemples « a venir »




Un défis de I'intelligence artificielle

Equité
%‘b
QQ‘@
- 4 Amer-Indian-Eskirr
! Asian-Pac-Islande! ’ -
| | L’1A est aussi « bonne »

gue les données sur
lesquelles elle a été
entrainée




Autres defis de I'intelligence artificielle

Equité

Une solution possible au manque d’équité:

O

—0

(OOTOO)
OO0

(@

Domain-Adversarial Training of Neural Networks
Ganin, Ustinova, Ajakan, Germain, Larochelle, Laviolette, Marchand, Lempitsky, 2017



En apprentissage automatique,

les choses peuvent mal aller
Evenements rares

HOW THE SMASH HAPPENED

E A whitearticulated truck pulls across
the dual carrdagewny in front

of the Tesla Trackt e
‘,.._-
Tesla

LONG RANGE RADAR:
Looking ahead of the car,
monitoring the presence
of other wehicles, It can
-y "see’ through rain or fog,

Flay 7: Joshua

Brown [belaw), ‘
had engaged antopilot i,
mede in his Model S
Tesla while he drove on

the highway.

“EE-TEJ.H'H ﬂarsuﬂmd:dnntdmgmhthe
truck from the sky, tearing the roof off as it went under
the trailer. The truck driver claims the Tesla driver was
watmmgaﬂarrmeerﬁhumﬂneTslaisl?mrmgm

identifying things such as r
traffic signs. lane markings |

\ and pedestrians,

360 DEGREE ULTRASONIC SONAR: This
all-round sensor detects everything from
cars ta children or pets in your blind spat




Autres défis de l'intelligence artificielle
La robustesse

correct +distort ostrich correct



Autres défis de l'intelligence artificielle
La robustesse

Le cas de TAY, l'intelligence artificielle “innocente” de Microsoft

963K 222K

Tweets Tweets & replies Photos &

TayTweets

TELEGRAPH.CO.UK «» Share



Autre défi de I’'intelligence artificielle
L’interpréetabilité

Pour certaines taches, I'humain a besoin de comprendre la décision de I'l|A
- =

Machine
Learning
Models

it ol o & b raclada cormy



I’intelligence artificielle et les données personnelles




En dénominalisant, on ne peut espérer une
confidentialité parfaite

NETFLIX
{3 2

=

e Le cas de Netflix

- i oy
o Nl H-&?: . %{;
MR e R

* Le cas Sweeney-2000

« Informations médicales sur 135 000
employés de I'état du Massachusetts.

Version anonyme partagée pour la recherche.
Aucune information personnelle, mais certaines caractéristiques individuelles.

A l'aide d’une liste des voteurs, Dr. Latyana Sweeney identifie William Weld,
alors gouverneur de I'état, et obtient donc acces a son historique médical.

« According to the Cambridge Voter list, six people had his particular birth date;
only three of them were men; and, he was the only one in his 5-digit ZIP code." »



Droit individuel a la confidentialité et intérét collectif

« Renoncer aux données, c’est se couper de grandes possibilités !

» On doit chercher un compromis entre la protection du citoyen et I'intérét
collectif.

« On doit aussi avoir le reflexe de conserver nos données et les voir comme
« bien public »
« La SAAQ a renonceé a son projet « Ajusto »
» Les données des produits scannés en épicerie appartiennent a une compagnie privée
» Les sciences de la vie représentent un bien public encore plus précieux!!!
« Les données des appareils des soins intensifs sont effacées apres 24h



Autres defis de I'intelligence artificielle

La confidentialité des données

Un réseau de neurones encode les donnees sur lesquelles il a été entrainé

Not accessible by adversary I Accessible by adversary

P Datal > Teacher1l |
o /'r Data2 [~—# Teacher 2 \ T I
Egsaltgve é ‘B Data 3 ——>  Teacher 3 TEE‘EEEI I e
N "
({'__'Data n_“—b-i' Teacher n C{P;I;gigtt;in I - - ]I?u(l:::u]?cllgiz
—p Training = secr v P Prediction — + — - Data feeding

Semi-supervised Knowledge Transfer for Deep Learning from Private Training Data
Papernot, Abadi, Erlingsson, Goodfellow, Talwar, 2017



Machine Learning and Big Data danger zone

Correlation is not causality

How the data has been collected?
Data is supposed to be obtained iid.

i.e., each example of the training data has been
obtained out of a unique (unknown) probability distribution
and independently of all the other obtained example

ldem for the examples “to come”.




Machine Learning and Big Data danger zone

Rare events
HOW THE SMASH HAPPENED

E A whitearticulated truck pulls across
; the dual carriageway in front LONGRANGERADAR: |
of the Tesla ; Looking ahead of the car,

ﬂ My 7: Joskua
Brown [belaw),

Hmd‘, Hnﬂﬂl " _— Truck
Mainm]ih dms Comes monitoring the presence
g - Tesla ma_ﬁ:z: of other wehicles, It can
':-:_:__:-——]___M“w pylon “see’ through rain or fog,

“

The Tesla's ﬂarsuﬂmd:dnntdmgmhthe

truck from the sky, tearing the roof off as it went under

| the traller. The truck driver claims the Tesla driver was
ﬁl waﬁngahmhﬂerﬁhnmﬂmhh&l?hﬁtmgm

idﬂnﬂf}dnﬂ things such as
traffic signs. lane markings

\ and pedestrians,

3160 DEGREE ULTRASONIC SONMAR: This
all-round sensor detects everything from
cars ta children or pets in your blind spat




Al challenges

« Confidentiality:

Tank’s to Hugo Larochelle for some of the future figure



Even if we anonymise the data, we can not inssure
confidentiality

NETFLIH

« The Netflix case il o Bt VB e S

ﬁ;r%g

EEH el me i

« The Sweeney-2000 case

* Medical information on 135 000
employees of Massachusetts.

« An anonymised version shared for research purposes.
* No personal information, but some individual characteristics are fulfill.

* By crossing with a voting list, Dr. Latyana Sweeney identified William Weld, the
state governor and therefore has access to its medical record.

« According to the Cambridge Voter list, six people had his particular birth date;
only three of them were men; and, he was the only one in his 5-digit ZIP code." »



Al challenges

- Confidentiality (cont): the data is « compressed » in a neural network

Tank’s to Hugo Larochelle for some of the future figure



Confidentiality

Not accessible by adversary [ Accessible by adversary

4 Datal —¥| Teacherl
; /'r Data2 ¥ Teacher2 \ I
Segsalt‘ellve é ‘B  Data3 P  Teacher3 AT%SEZ;E B+ Queries
' N P
4 Datan = Teacher n cﬁiﬁgigttft;in I % — %’nuiﬂﬁglgg};
- Training @~ =x e B Prediction — + — - P Data feeding

Semi-supervised Knowledge Transfer for Deep Learning from Private Training Data

Papernot, Abadi, Erlingsson, Goodfellow, Talwar, 2017




Al challenges

« Confidentiality: the data is « compressed » in a neural network

« Equity: if the data do not well represent the population, so will the associated Al



Faceting

- Row-Based Faceting

= Race

Amer-Indian-Eskirr

Asian-Pac-Islandei

Black
Other
Positioning

Color

Color By

Target

IS \\hite

Palette
standard

Display

Legend

= Race

|I| Sex el

Facets Dive, People+Al Research Initiative, 2017

The Al can be
better
Than the data
on which it has
been trained



Equity

()

Input 8—)
—/

Output

Information not
to be taken into
account

(OOTOO)
OO0O00)

Domain-Adversarial Training of Neural Networks
Ganin, Ustinova, Ajakan, Germain, Larochelle, Laviolette, Marchand, Lempitsky, 2017



An adversarial setting
Standard Neural Network (NN)

f(h(x))

Domain-Adversarial Neural Networks (DANN)




Al challenges

» Confidentiality: the data is « compressed » in the neural network
« Equity: if the data do not well represent the population, so will the associated |A

« Robustness: The Al can be fooled in presence of “altered data”



Robustnhess

correct +distort ostrich correct +distort utrich



Robustnhess

The case of TAY, the “innocent” Al Chatbot of Microsoft

963K 222K

Tweets Tweets & replies Photos &

TayTweets

TELEGRAPH.CO.UK «» Share



Al challenges

Confidentiality: the data is « compressed » in the neural network
Equity: if the data do not well represent the population, so will the associated IA
Robustness: The Al can be fooled in presence of “altered data”

Interpretability: Can we figure out the “reasonning” of an Al



Interpretability

forward pass

= output

heatmap =

B
%,

{Rp} :




lity

Interpretabi




K<\/VE R A Learning algorithm for genomic data L et
Definition
@ k-mer: a sequence of k nucleotides

o K: the set of all k-mers that are in at least one genome of &

Each genome is represented by its k-mer profile, which is a binary vector
indicating the presence (1) or absence (0) of each k-mer

CAGATA GATAGA GAACAG CGATGA
’C = AGATAG AGAACA ATAGAA CCGGCT

AACAGC TAGAAC TITCGG AAATAC

X = CAGATAGAACAGC

Px) =

r S O 1O OO 8 O I S O I O O S
4 0 0 4 4 U = U v <« U
= %] Q0 «
< § 8 § 8 ¢ g 8 28 g ¢
Q 4 = € U g 0O O § g 4
< E g <€ 0 § = Q U] &
Thank’s to Alexandre Drouin, for the slides v g U U g U + 0 g



KOVER

m Input: A set of boolean-valued rules (presence/absence of k-mers)
and a data set (examples, labels)

o))

m Objective: Find the shortest conjunction (logical-AND) or
disjunction (logical-OR) of rules that most accurately predicts the
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Another challenge of Al

Prevent possible « bad impact >» on
our society
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Al and sensible data

Ethic and social acceptatbility have to be in the loop
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